MpunoxeHne N 2

NHOOPMALMOHHASA TAMATKA
JUISA OBYYAIOIUXCA 1J151 PASMEIEHUSA
HA O©PUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXXabIM rOJ0M MO/IOAEXW B MHTEPHETE CTAHOBUTLCA BO/bLLIE, @ LIKOMbHUKM OfHW 13 CaMblX aKTVB-
HbIX Nonb3oBaTeneli PyHeTa. MeXay TeM, MOMUMO OrPOMHOIO KO/IMYeCTBa BO3MOXHOCTEN, MHTEPHET HeceT
1 Npobnembl. ITa NamaTKa A0/MKHA MOMOYb Tebe 6e30MacHO HaXOAUTLCS B CETY.

KomnbroTepHbie BUPYCHI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBWUAHOCTb KOMMbLIOTEPHBLIX MPOrpamMM, OTINYUTENLHO 0COGEHHO-
CTbO KOTOPOIA SIBNISIETCS CMOCOGHOCTb K Pa3MHOXEHWIO. B 10MoNHeHMe K 3TOMY, BUPYCbl MOTYT NOBPeAUTb
AN MONHOCTBIO YHUUTOXUTL BCE (hai/ibl U jaHHbIe, MOAKOHTPO/bHbIE NO/b30BATENO, OT MMEHU KOTOPOro
6Gblna 3anyLleHa 3apaXeHHas NPorpaMma, a TakxKe MOBPeAUTb UM AaXe YHUUTOXWUTb ONepaLMoHHYIO Cu-
cTeMy co Bcemy chaiinamu B LienoM. B 6ONMbLIMHCTBE Cy4YaeB pacrnpoCTPaHSIOTCS BUPYChI Yepe3 UHTEPHET.

MeTogp! 3aLmMTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Vicnonb3yii coBpeMeHHbIe OnepaLMoHHbIe CUCTEMbI, UMEIOLLIME CEPbe3HbI YPOBEHb 3alLWThl OT Bpe-
[OHOCHbIX MPOrpamm;

2. MNocTosHHO ycTaHaBmMBal nadtu (LMgpoBble 3annaTku, KOTOpble aBTOMATUYECKUN YCTaHaBNMBAOTCS
C Uenblo AopaboTKM MporpaMmbl) U Apyrue 06HOBMEHUS CBOEM onepauuoHHOM cucTembl. CKaunBail nx
TOMbKO C 0(hMLManbHOrO caiTa paspaboTunka OC. Ecnm cyLecTByeT peXKnM aBTOMaTUYeCcKoro 06HOBNEHUS,
BK/IOUM €rO0;

3. PaboTait Ha cBOEM KOMNbIOTepe Nog npasamu nosb3oBaTens, a He agMUHUCTPATOpa. ITO He NO3BONUT
60]'IbLIJI/IHCTBy BPEAOHOCHLIX MPorpamMm MHCTaNIMPOBaTbLCA Ha TBOEM MEPCOHA/TbHOM KOMIMbHOTEPE,

4. Vicnonb3yii aHTUBUPYCHbIE MPOrpaMMHble MPOAYKTbI M3BECTHbLIX NPOM3BOAMTENEN, C aBTOMATMYe-
CKMM OOHOB/IEHNEM 0a3;

5. OrpaHnyb U3MYECKMIA OCTYN K KOMMbIOTEPY As MOCTOPOHHMX NNLL;

6. icnonb3yil BHELLUHWE HOCUTENW UH(opMaLMK, Takue Kak (iewka, AUck nnm daiin U3 MHTepHeTa,
TONbKO M3 MPOBEPEHHbIX NCTOUYHUKOB;

7. He OTKpbIBaii KOMMNbOTEPHbIE (haiifbl, MONYUYEHHbIE U3 HEHAAEXHbBIX UCTOYHMKOB. [axe Te daiinbl,
KOTOpble NMPYcnan TBOI 3HAKOMbIiA. JTyulle YTOUYHW Y Hero, OTNPaBAs/ v OH Tebe KX.

Cern WI-FI

Wi-Fi - 3T0 He BM[ nepefayn faHHbIX, HE TEXHOMOMUSA, a BCEro N1ib 6peHa, Mapka. Eule B 1991 rogy
HUAepnaHAcKas KomnaHus 3apeructpuposana 6peHs "WECA", uto 0603Ha4ano croBocoyetaHme "Wireless
Fidelity", KOTOpbIi1 NepeBOANTCA Kak "GecnpoBogHas TOMHOCTbL".

[10 Halero BpemMeHn aoLina apyras abopesnatypa, KOTopas ABNSETCA TaKoM e TEXHONOoren. JTo ab-
opesuatypa "Wi-Fi". Takoe Ha3BaHMe 6bIN0 JaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOM TeXHUKM Hi-Fi,
4TO B NnepeBoe 03Ha4vaeT "BbICOKAsA TOYHOCTL".

[a, 6ecnnaTHbIA MHTEPHET-A0CTYN B Kade, OTENAX 1 adpornopTax ABASETCA OT/MYHON BO3MOXKHOCTbIO
BbIX04a B UHTEPHET. HO MHOrMe aKCnepTbl CYMTatoT, YTO 06LeaocTynHble Wi-Fi ceTu He aBnsoTCA 6e3onac-
HbIMU.



CoBeTbl M0 6e30MacHOCT paboTbl B 06Lef0CTYNHbIX ceTax Wi-fi:

1. He nepepasaii CBOKO IMYHYIO MHOpMaLMIo Yepes obuefocTynHble Wi-Fi ceTn. PaboTas B HUX, Xe-
nartesibHO He BBOAUTb Maposv AOCTYNa, /IOrMHbI Y KaKWe-TO HOMEpa,;

2. Vicnonb3yii 1 06HOBNSI aHTMBMPYCHbIE NpOrpamMMmbl 1 6paHamMayep. TeM cambIM Tbl 06e30MacuLlb
cebs 0T 3aKayKmM BUpYca Ha TBOe YCTPOWCTBO;

3. Mpw ncnonb3osaHun Wi-Fi oTKMHOUM yHKUM0 "O0LWmMIA focTyn K (haiinam 1 npuHtepam”. JaHHas
(hYHKLMA 3aKPbITa MO YMOTYaHUIO, OJHAKO HEKOTOPbIE MO/b30BaTENM aKTUBMPYIOT ee Ana yA06CTBa UCMNOSb-
30BaHuWs B paboTe nnu yyebe;

4. He ncnonb3yit nyé6nununbiin WI-FI ans nepegayv NMYHbIX AaHHbIX, HanpuMep Ans BbIX04a B COLU-
a/IbHble CETU U B 3N1EKTPOHHYIO MOYTY;

5. Micnonb3yii TONbKO 3allyLleHHoe coeanHeHmne Yepes HTTPS, aHe HTTP, T.e. npu Habope Be6-aapeca
BBOAMW MMEHHO "https://";

6. B Mo6unbHOM TenehoHe OTKMOYM yHKUMIO "TlogkntodeHme K Wi-Fi aBTomaTnyeckun™. He gonyckai
aBTOMaTUYEeCKOro MOAKNOYEHNS YCTPOCTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

CounajnHble CeTH

CoumabHbIE CETU aKTUBHO BXOSAT B Hallly XW3Hb, MHOTUE MOAM PaboTaloT M XKMUBYT TaM NOCTOSIHHO,
a B Facebook y»xe 3apermcTpmpoBaH MUNNMaps, YeoBekK, UTO SBMSETCS OAHO CeflbMOI BCEX XWUTeNei nna-
HETbl. MHOrVe NO/Mb30BaTeNM He MOHMMAIOT, YTO MHA(OPMaLWs, pasMeLLieHHas UMW B COLMasbHbIX CETSX, MO-
XeT ObITb HalifleHa 1 UCMOo/b30BaHa KEM YrofHO, B TOM UmMc/e He 0653aTe/bHO ¢ 61aruMmn HaMepeHusMM.

OCHOBHbIe COBETbI M0 6€30MacHOCTU B COLMA/IbHbIX CETAX:
1. OrpaHunyb CNUCOK Apy3eid. Y Tebs B APY3bsX HE JO/MKHO ObITb CYYaHbIX N HE3HAKOMbIX NTHOAEN;

2. 3alimuaii CBOK YaCTHYH XWM3Hb. He yKasbliBaii naponu, TenedioHbl, agpeca, AaTy TBOEr0 POXKAEHMs
M APYTYIO NNYHYIO0 MHA(OPMAaLMIO. 3M10YMbILLNEHHWUKA MOTYT UCMO/Mb30BaTh JaXKe MH(OPMALIMIO O TOM, Kak
Tbl U TBOV POAUTENM NNAHNPYETE NMPOBECTU KaHUKY/IbI;

3. 3awyuali CBOK penyTauuio - AePXKN ee B UACTOTE M 3aaBail ceGe BONPOC: XOTen Bbl Thbl, YTOObI
APYTVie NoMb30BaTeNy BUAENN, YTO Thi 3arpyrkaellb? Mogymaid, npex/ae Yem 4To-TO Ony6/IMKOBaTb, HanmcaTh
1 3arpysnTb;

4. ECnv Tbl TOBOPWLLb C NOABMM, KOTOPbIX HE 3HaeLLb, HE UCMOMb3Yil CBOE peaslbHOe NMS U APYryto
JINYHYHO MHAOPMaLMN: UMS, MECTO XXUTENbCTBA, MECTO Y4ebbl U NpoueE;

5. M36erain pasmelyeHns otorpaguii B IHTepHETe, rae Tbl M306paXkKeH Ha MECTHOCTM, MO KOTOPOiA
MO>XHO OMpeaenvTb TBOE MECTOMOMOXKEHME;

6. Mpu perncTpauum B CoLManbHoO ceT Heo6XoaMMO MUCMOMb30BaTh CIOXKHbIE MapPo/, COCTOsILLME U3
6YKB 1 LIMp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. ns coumanbHOl CeTr, NoYThl 1 APYTUX CaliTOB HEOBXOAMMO UCMO/b30BaTh PasHble Naponu. Toraa
ecnn Tebs B3/IOMat0T, TO 3M10YMbILLIMIEHHUKI NOMyYyaT JOCTYN TOMbKO K OHOMY MECTY, a He BO BCE Cpasy.

JIeKTPOHHbBIE JeHbI U

SNEKTPOHHbIE [IEHLIN - 3TO OYeHb YA06HbI CNOCO6 NNATEXEN, 0HAKO CYLLLECTBYHOT MOLLEHHVKM, KO-
TOpbIE XOTSAT NOMYYUTb 3TU [EHBLIU.



ONEKTPOHHbIe eHbI NOSABU/IUCL COBCEM HeflaBHO U MMEHHO M3-3a 3TOro BO MHOTMX rocyAapcTBax A0
CMX MOP HE MnponmncaHo nNpPpo HMX B 3aKOHax.

B Poccum »ke oHM hyHKLMOHMPYHOT 1 0 HUX YXKE NPOMNMCaHO B 3aKOHE, FAe UX pasaenstoT Ha HECKOMbKO
BWJOB - aHOHVMHbIE N HE aHOHUMHbIE. Pa3HULa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs
NpoBOAMTb onepauumn 6e3 naeHTUMKaLm Nonb3oBaTeNs, a B HEaHOHNMHbIX MAEHTU(MKaLMSA NONb30BaTe NS
SIBNAETCA 0653aTeNIbHOMN.

Takke creflyeT pasimyartb 3MeKTPOHHbIE (naTHbIE AeHbIM (PaBHbI FOCYAAPCTBEHHBLIM Ba/IOTaM) U 3M1eK-
TPOHHbIE He(hnaTHbIE feHbI (He paBHbI rOCYLApCTBEHHLIM Ba/llOTaM).

OCHOBHble COBETbI N0 6e30MacHON pa60Te C 3NEKTPOHHbLIMN AEHbIAMW!

1. MpuBSXN K cHeTY MOOW/bHBIA TeneoH. 3TO caMblil YA06HBIA 1 GbICTPbIA CNOCO6 BOCCTAHOBUTbL
[0CTYN K cyeTy. MNpuBsA3aHHbLIN TeneoH NOMOXET, ecnuv 3aby/ellb CBOM NaTeXKHbIA Naposb Uan 3aingellb
Ha CcaliT C He3HaKOMOr0 YCTPOIACTBA;

2. icnonb3yii oaHopasoBble Naposu. Mocne nepexofa Ha yCUNeHHyo aBTopu3aLuio Tebe yke He GyaeT
YrpOXaTb OMacHOCTb KpaXku UK NepexeaTa NaaTexxHoro naposns;

3. Bbi6epy cnoxkHblli naposb. MpecTynHuKam 6yAeT He NPOCTO YrafaTh CNOXKHbIV Naposb. HagexHble
naponn - 3To Naponu, KOTOpble COAEPXKaT He MeHee 8 3HAKOB W BK/IHOYAOT B CeOSl CTPOUHbIE U MPOMUCHbIE
OYKBbI, LM(PbI 1 HECKONIbKO CMMBOJ/IOB, TaKMe KaK 3HaK [Jonnapa, yHTa, BOCKAMLATENbHbIA 3HAK U T.M.
Hanpumep, $tROng!;;

4. He BBOAW CBOM NTMYHbIE JaHHbIe Ha caliTaX, KOTOPbIM He A0BepsieLLb.
DJIeKTPOHHAS MOYTA

SNeKTPOHHas nouTa - 3TO TEXHOMNOTUSA Y MPefOCTaBsAEMble €K YCYr N0 NePEeCcbIIKe U NOMYYeHUIO
3NEKTPOHHbIX COOOLLEHUI, KOTOPbIE pacnpesenifatoTCs B KOMMbIOTEPHON ceTU. O6bIYHO 3/1EKTPOHHbIN MOoY-
TOBbIV ALUMK BbIFNAANUT CNeAYIOLLMM 06pa3oM: UMS_NoMb3oBaTena@ums_foMeHa. Takke Kpome nepejaqm
MPOCTOro TEKCTa, UMEETCH BO3MOXHOCTb Nepeasatb (aisibl.

OCHOBHbIe COBETbI N0 6€30MacHoi paboTe C 3N1EKTPOHHOW NOYTOA:

1. Hago BbIGpaTh NPaBW/bHbIV MOYTOBbIV CEPBUC. B MHTEPHETE €CTb OFPOMHBIV BbIGOP GecniaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO NyuLLle JOBEPATb TEM, KOFO 3Haellb 1 KTO NepBblii B PENTUHTE;

2. He ykasbiBail B NIMYHOW MOYTE IMYHYIO MHA(OpMaumio. Hanpumep, nydile BbI6paTh "My3blKasib-
HbI_thaHaT@" nnm "pok2013" BMecTO "Temal3";

3. Vicnonb3yin aByxaTanHyro aBTopMU3aLmio. TO Korga NnoMMMO Naposist Hy>KHO BBOAWTL KOA, NpUChkina-
eMblil No SMS;

4. Bblbepu CNoxXKHbIA Naposb. 18 KaXkK4oro noYToBOro slmKa A0MKEH ObiTb CBO HAAEXHbIW, YCTOMR-
YMBbIVA K B3/IOMY Napo/ib;

5. Ecnn eCTb BO3MOXHOCTb HanucaTb caMoMy CBOIA IMYHbIA BONPOC, UCMOMb3YiA 3Ty BO3MOXHOCTb;

6. icnonb3yii HECKONbKO NOYTOBLIX SLLUMKOB. MepBblii 47151 YaCTHOV Nepenuckiy ¢ aapecaTamm, KOTOpPbIM
Tbl 10Bepsiellb. DTO 3MEKTPOHHBIN afpec He Haflo UCMO/Mb30BaTh NPY PerncTpaLumn Ha popymMax 1 cainTax;

7. He OTKpbIBaii (haiinbl 1 ApYrye BNOXEHMS B NICbMAX, AaXe eC/IM OHW MPULLAKN OT TBOMX APY3eil.
Jlyullie yTOYHW Y HUX, OTMPABASIN N OHW Tebe 3TU (haiinbl;



8. NMocne OKOHYaHWsA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpPbITUEM BK/IaAKMN C CanTOM He 3abyadb
HaxKaTb Ha "BbIATN".

Knﬁepﬁymmnr HJIM BUPTYAJbHOC U31€BATECJIBCTBO

KnbepOynnmHr - npecnefoBaHve COO6LEHNAMIN, COAEPXKALLMMU OCKOPOIEHNS, arpeccuto, 3anyrmsa-
HWe; XyIMraHCTBO; CoLMaibHoe 60MKOTUPOBaHME C MOMOLLbHO Pa3/INYHbIX MHTEPHET-CEPBUCOB.

OCHOBHbIe COBETbI M0 60pb6Ee C KNBepOyNMMHIOM:

1. He 6pocaiics B 60ii. JTyulunii cnoco6: NocoBeTOBaTLCS Kak Ce6st BECTW W, €C/M HET TOro, K KoMy
MOXXHO 06paTUTLCS, TO BHAYa/Ie YCNOKOUTLCA. EC/IN Thl HAYHELLb 0TBEYATh OCKOPG/IEHMSIMM HA OCKOPOIEHNS,
TO TOMbKO el 60/bLLE PA3OXOKELLb KOH(INKT;

2. YnpaBnsii CBOeiN KnubeppenyTaluei;

3. AHOHMMHOCTb B CeTU MHUMaA. CyLLLeCTBYHOT CNoco6bl BbIACHUTb, KTO CTOUT 38 aHOHUMHbIM adKKayH-
TOM;

4. He CTOMT BECTU XYNUTaHCKMIA 06pa3 BUPTYalbHOW XM3HW. VIHTEPHET (UKCUPYET BCe TBOW AENCTBMUA
1 COXpaHSET UX. Y AanuTb nx 6YAeT KpaiiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOK BUPTYarlbHYHO YECTb CMOOAY;

6. VIrHOpUpyi eanHNYHBIA HeraTuB. OHOPa30Bble OCKOPGUTE/bHbIE COOBLLEHNS NydLle UTHOPUPO-
BaTb. O6bIYHO arpeccus NpekpaLLaeTcs Ha HadanbHOl CTaguu;

7. BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbBIMU COOBLLEHMAMM, B COLMANbHBIX CETSIX €CTb BO3-
MOXXHOCTb G/I0KMPOBKY OTMNPaBKM COOBLLEHNIA C ONPeAeNeHHbIX apecos;

8. Ecnu Tbl cBUAETENb KNGepOYNnHra. TBOM AeCTBUS: BbICTYNWUTb MPOTUB NPEec/eoBaTens, NoKasaThb
emMy, YTO ero felicTBISI OLEHMNBAOTCS HEraTMBHO, NOAAEPXKaTh XKEPTBY, KOTOPOI HYXKHA MCMXOMOrnyeckas
MOMOLLb, COOBLLMTL B3POC/IbIM O (haKTe arpecCUBHOI0 NOBEAEHNS B CETH.

MooOnabHbIi TeaedoH

CoBpeMeHHble CMapT(OHbI U NaHLWETbI COAEPXKaT B ce6e BMOIHE B3POC/bIA (hyHKLMOHAN, U Tenepb
OHM MOTYT KOHKYPMPOBaTb CO CTaLMOHaPHbIMK KOMMbioTepamn. OfIHaKO, CPEACTB 3allWTbl A1 NOA06HbIX
YCTPOICTB NOKa 04YeHb Masio. TeCTUPOBaHME W MOUCK YA3BUMOCTEN B HIX MPOUCXOAMT HE TaK MHTEHCUBHO,
Kak ans MK, To )e caMoe KacaeTcs U MOBU/bHbIX MPUNOXEHWIA.

CoBpeMeHHble MOGU/IbHbIE 6pay3epbl Y)Ke MPAKTUYECKN AOTHAMN HACTO/bHbIE aHaNOrM, OfJHAKO pac-
LumpeHne yHKLMOHaNa BNeyeT 3a Co601i 60/bLLYHD CNOXHOCTb U MEHbLLYHO 3aLLIMLLEHHOCTb.

[laneko He BCe NMPOV3BOANTENN BbIMYCKAHOT 0GHOB/IEHUS, 3aKPbIBAOLLINE KPUTUYECKIE YSI3BUMOCTM [N
CBOMX YCTPOIACTB.

OCHOBHbIe COBeTbI A/11 6e30MacHOCTV MOOW/IBHOTO TenetoHa:

Huuero He siBNsieTC No-HacTosleMy 6ecnnaTHbIM. Byb OCTOPOXeEH, Beab Korga Te6e npeanaraloT
GeCnnaTHbIVi KOHTEHT, B HEM MOTYT BbiTb CKPbITbI KAKWE-TO MaTHbIE YCAYTW;

[ymait, npexae yem oTnpasuTe SMS, oTo nnv BuAeo. Thl TOUYHO 3HaELLb, rAe OHW 6yAyT B KOHEYHOM
urore?

Heo6Xx0AMMO 06HOBNATL OMEPaLIMOHHYH CUCTEMY TBOEFO CMapTHOoHa;



icnonb3yii aHTUBUPYCHbIE NPOrpaMmbl Ans MOGU/bHBIX TenedoHOB;

He 3arpy»xaii NpuioXeHms 0T HEM3BECTHOTO MCTOYHMKA, BElb OHM MOTYT COZlepXKaTb BPeAOHOCHOE Npo-
rpaMMHOe 06ecrneyeHue;

Mocne TOro Kak Tbl BbIAAELb C CaliTa, e BBOAW IMYHYHO MH(OPMaLMIo, 3aiaM B HAaCTPOVKK bpaysepa
n yganu cookies;

Meproanyecky NPoBepsiii, Kakne naaTHbIE YCIYrn akTMBMPOBAHbI Ha TBOEM HOMEPE;
[aBali cBoli HOMep MOGMIbHOTO TenedoHa TONMbKO NMOASM, KOTOPbIX Thl 3HAELLb U KOMY [J0BepsieLLb;

Bluetooth o/mKeH ObITb BbIK/KOUYEH, KOFa Thl UM HE NOMb3Yellbes. He 3a6biBaii MHOr1a NPOBepsiTh 3TO.
Online urpsi

CoBpeMEHHbIE OHMAH-UIPbl - 3TO KPacOUHbIe, 3aXBaThIBAOLLVE PA3BEUEHNs, 0ObeAVHSIOLIE COTHU
TbICAY YeNOBEK M0 BCEMY MUPY. VIrpoKn UCCNefytoT AaHHbIA MM MUP, 06LLAIOTCS APYT C APYTOM, BbIMOHAT
3a/]aHsi, CPAKAKTCS C MOHCTPAMU U MO/YYatoT OMbIT. 3a YA0BO/ILCTBUE OHM NNATAT: MOKYNAoT AUCK, OMNna-
YBatOT aBOHEMEHT MMM NPMOBPETAOT KaKMe-TO OnLun.

Bce 3TV CpeACTBa MAYT Ha NOAAePXKaHME M Pa3BUTYE UIPbl, @ TAKXKe Ha caMy 6e30MacHOCTb: COBEPLLEH-
CTBYIOTCS CUCTEMbI aBTOPM3aLMN, BbIMYCKAOTCA HOBbIE NaTuy (L(POoBbIE 3an1aTK1 AN Nporpamm), 3aKpbi-
BalOTCS YSI3BUMOCTY CEPBEPOB.

B I'IO,CI,06HbIX nrpax CTouT onacartbCA HE CTO/IbKO CBOUX COMNEPHUKOB, CKOJIbKO KPadKn1 TBOEro naposiA,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpu3al 60NbLUMHCTBA nrp.

OCHOBHbIe COBETbI M0 6€30MacHOCTU TBOEr0 NrpoBOro akKayHTta:

1. Ecnn gpyroin urpok BeAeT cebsi N10X0 UKW co3faeT Tebe HeMpPUATHOCTY, 3a6/TIOKMPYIA ero B CICKe
NFPOKOB;

2. Moxanyics aqMMHUCTPaTOPaM Urpbl Ha NIOX0e NOBEIEHNE 3TOF0 UIPOKa, YKenaTenbHO NPUNoXKNUTb
KaKune-TO [i0Ka3aTeNbCTBa B BU/e CKPUHOB,;

3. He ykasblBal IMYHY0 MH(OpMaLMIO B Npodaiisie nrpsbl;
4. YBaxal ipyrmx y4acTHUKOB MO UrpeE;

5. He ycTaHaBnmBaii HeohuumManbHble NaT4yn U MOAbI;

6. Vicnonb3yi CnoXxHble 1 pasHble Naposu;

7. [Jlae BO BPeMS Urpbl He CTOUT OTK/KOYaTb aHTUBMPYC. MoKa Tbl UrpaeLlb, TBOV KOMMbIOTEP MOMYT
3apasuTb.

@OUIIUHT WIN Kpaka JUYHbIX JaHHbIX

O6bIYHOIN KpaxKel [eHer N JOKYMEHTOB CErOHA Y>Ke HUKOr0 He YAMBHULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHO/IOTWI 310YMbILLNIEHHWUKN MEPEMECTUICL B UHTEPHET, U NPOAO/KAIOT 3aHUMATLCS "MHoOUMbIM™ ae-
NOM.

Tak nosiBuNacb HOBas yrpo3a: MHTePHeT-MOLLUEHHUYECTBA UM (DULLUHT, T/1aBHas Leflb KOTOPOro co-
CTOMT B MOMTYYEHUN KOH(DUAEHUMAIbHBIX AaHHBIX M0/b30BAaTENEN - NOrMHOB U naponeid. Ha aHrMnicKom
a3bIke phishing unTaeTca kak guwwmHr (ot fishing - ppi6Has nosns, password - Naporb).



OCHOBHbIe COBETbI M0 60pb6E C PULLMHIOM:

1. Cneaw 3a CBOMM aKKayHTOM. Ec/in Tbl MOA03peBaellb, UTO TBOSI aHKETa 6blina B3/10MaHa, TO HE06X0-
[VMO 3a6/10K1POBATh ee U CO06LUMTL aiMUHICTPATOPaM pecypca 06 3TOM KaK MOXHO CKOpEe;

2. Vicnonb3yi 6e3onacHble Be6-cainTbl, B TOM YACNE, UHTEPHET-MarasnHoB U NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yii CNokHble 1 pasHble Naponu. Takum 06pa3om, ecivi Tebs B3IOMAatOT, TO 3/10YMbILLINEHHNKY
nonyYar 4OCTYyn TOMbKO K OJHOMY TBOEMY NPOGU/I0 B CETU, a HE KO BCEM;

4. Ecnuv Tebs B3nOMan, TO HE0GX0AMMO MpPeaynpeanThb BCEX CBOMX 3HAKOMbIX, KOTOPbIE 406aBMEHb! Y
Te6st B [py3bsX, O TOM, UTO TeGsi B3/OManN M, BO3MOXHO, OT TBOEro MMeHM ByfeT pacchbinatbCs cram U
CCbI/IKN Ha (OULLIMHTOBbIE CAlTbI;

5. YcTaHOBY HafexHbIin naposnb (PIN) Ha MOOUbHbLIN TenedoH;
6. OTKNIIOUM CoXpaHeHVe napons B bpaysepe;

7. He OTKpbIBaii aiinbl N Apyrue BNOXEHUS B MUCbMaXx, AaXe eCv OHW MPULLAN OT TBOUX ApY3eil.
JNyyllie YTOYHW y HUX, OTNPABASAN NI OHU Tebe 3TN thainbl.

u¢poBas penyranus

Lincpposas penyTauus - 3T0 HeraTuBHas UM NO3UTMBHAA MHGOpMaLMa B ceTh 0 Tebe. KomnpomeTtupy-
toLLan MHGopMaLms, pasMeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 06pa3oM O0TPasnTbCA Ha TBOEI peasibHOM
XN3HW. "LnpoBas penyTaumsa™ - 3To TBOM UMUK, KOTOPbLIV POPMUPYETCA M3 MH(OPMaLMK O Tebe B MHTep-
HeTe.

TBOE MecTO XUTeNbCTBA, y‘-IE6bI, TBOE (*)I/IH&HCOBOE MOJIOXKEHME, 0COBEHHOCTH XapakTepa 1 pacCKasbl 0
O/M3KNX - BCe 3TO HaKan/IMBaeTCs B CETU.

MHOr1e NoAPOCTKM NErKOMbIC/IEHHO OTHOCATCS K My6/MKaLMN NIMYHON MHGOpMaLIMK B VIHTEpHETE, He
MOHVMasi BO3MOXHbIX MOCNEACTBUIA. Thi JaXKe He CMOXKELLIb A0rafaThCs 0 TOM, UTO hoTorpadus, pasmeLLieH-
Has 5 NneT Hasaf, cTasa NPUYMHOI 0TKasa NPUHATL Tebst Ha paboTy.

KommeHTapuu, pasmeLleHre TBOUX (hoTorpadmii U Apyrue LeiCTBUA MOTYT He MCYE3HYTh AaXe Nnocne
TOro, Kak Tbl UX yAanullb. Tbl HE 3Haellb, KTO COXpaHWA 3Ty MHGOPMaLMIO, Nonaia i OHa B MOWCKOBbIE
CUCTEMbI 1 COXPaHU/IACh /N OHa, a rNaBHOE: YTO NOLYMAatOT 0 Tebe OKpYXKatoLLme N0AN, KOTOpble HaayT 1
YBUAAT 3T0. HaliTK MH(opMaLmMio MHOIO IET CAYCTA CMOXET /10601 - Kak U3 [o6pbIX NOBYXXAEHWIA, TaK U C
HaMepeHVeM MPUUYNHUTL BPed. DTO MOXET BObITb KTO YrofHO.

OCHOBHble COBETbI MO 3aLLMTe LMPPOBOIA penyTauum:
1. Moaymaii, Npexxae YemM 4T0-TO Ny6MKOBATL M NepefasaTth Y ceds B 6/10re UK B COLMaNbHON CETU;

2. B HacTpoiikax npotuns ycTaHoBM OrpaHWYeHUs Ha MPOCMOTP TBOEr0 NPOMUIIA 1 ero COAEPXKMMOTO,
cfienaii ero ToNbKo "ans apysen';

3. He pasmelLain 1 He yKasbiBali MHOPMaLMIO, KOTOPasi MOXET KOro-1b0 0CKOPOASTb UK 06MXKaTb.
ABTOpCKOE IPaBo
COBpeMeHHbIe LUKOJ/IbHUKWN - aKTUBHbIE MO/Ib30BATENN Ll,I/I(i)pOBOFO MpocCTpaHCTBa. O,CI,HB.KO Ja/1EKO HE

BCE 3HAIOT, YTO MO/b30BAHME MHOTMMI BO3MOXHOCTAMU LIMGPOBOro Mupa TpebyeT cobntoaeHNs npas Ha
VHTENNEKTYabHYH COBCTBEHHOCTD.



TepMuH "MHTeNneKTyanbHass COGCTBEHHOCTb" OTHOCWUTCS K Pa3NYHbIM TBOPEHUSM 4Ye/I0BEYECKOro
yMa, HauMHas C HOBbIX M306PETEHNIA N 3HAKOB, 0603HaYaloLWMX COOCTBEHHOCTb Ha NPOAYKTbI U YCAYTrn, 1
3aKaHuMBas KHUramu, otorpaguamm, KuHouabMamm U My3blKabHbIMI NPOU3BEAEHUSMA.

ABTOpCKWME npaBsa - 370 Npasa Ha UHTeNNeKTYa/lbHY0 CO6CTBEHHOCTb Ha NMPOU3BEAEHUA HAYKK, UTe-
paTypbl ¥ WUCKyccTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, YTO WHTE//EKTYya b-
HbIA/TBOPYECKUIA TPYL aBTOpa He OyAeT HanpacHbIM, JACT eMy CrpaBefBble BO3MOXHOCTY 3apaboTaTth Ha
pe3ynbTaTax CBOEro Tpyaa, NonyymTb U3BECTHOCTb U NpU3HaHUe. HUKTO 6e3 pa3peLLeHns aBTopa He MOXeT
BOCMPOW3BOAMTbL €ro NPOU3BeLeHWe, pacnpoCcTpaHaTb, Ny6NNYHO LEMOHCTPUPOBATbL, NPOAaBaTb, UMMOPTK-
pOBaTb, MycKaTb B MPOKAT, MY6/IMYHO UCMOMHATL, NOKa3bIBATL/UCNONHATL B AMpe Unu pasMeLatsb B VIHTep-
HeTe.

cnonb3oBaHMe "NMpaTCcKoro™ NporpaMMHOro 06ecneyeHnst MOXET NPUBECTU K MHOTUM pUCKaMm: OT
noTepu AaHHbIX K TBOMM aKKayHTam 10 6/T0KMPOBKM TBOEr0 YCTPOWCTBA, '€ YCTaHOB/IEHA HelerasibHas npo-
rpamma. He CTOMT TakKe 3abblBaTb, YTO CYLUECTBYHOT feranbHble 1 6GecrniaTHble MporpaMMbl, KOTOpPbIE
MOXXHO HalTN B CETM.

O nopraJie
CeTeBMYOK.p(h - TBOI rNaBHbIA COBETUMK B CeTW. 34€Cb Tbl MOXELLUb Y3HaTb O 6€30MacHOCTM B CETU

NOHATHbLIM 1N AOCTYMHbLIM A3bIKOM, a NP1 BO3HUWKHOBEHUN KpVITVI‘-IECKOI7I CUTyauunmn 06paTI/ITbCﬂ 3a coBeToM. A
TakKXKe NMPUHATL y4acTune B KOHKYypCax U CTaTb CaMbIM LI,I/I(prBbIM rpaxgaHnHom!



